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About TechWorld with Nana

TechWorld with Nana is an established name in the DevOps and TECHWORLD
Cloud industry, and it stands for the quality trainings helping 1,000s WITH
of engineers acquire the most in-demand skills in this field.

Our mission is enable individual engineers as well as companies to take advantage of the
recent developments in Cloud and DevOps fields, to use technologies and concepts in
order to create efficient, automated, streamlined DevSecOps processes in organisations.
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Infrastructure as Code
for Security
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laC for security

Without laC

| manual Configuration | % X Slow manual configuration
Q ransparency

) '8 Prone to human errors
® ©

- x
-, h. % ¥ Inflexible, hard to replicate

across environments

X Dependent on well written and
up-to-date documentation
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Infrastructure
defined as code

Instances (2) info
Q. Find instance by attribute or tag (case-sensitive)

(| Name v Instance ID

L] app-server i-00fefa52b853e73b9

| gitlab-runner -07ad9251 cfdScBadf

&

Select an instance

| Instancestate @ Instance

@ Running @Q t2.micro
@ Running &8 t2.large

Security

laC for security

Some Benefits of 1aC

Vv Efficient

v/ Consistency and Reproducibility

Group

Security Benefits

« [ncreased transparency, because
LT Ry p— code itself is documentation

() 2/2 checks passed Noalarms 4 eu-west-3b

() 2/2 checks passed No alarms < eu-west-3b

v We can use tools to validate the code for
security misconfigurations

v Code can be reviewed, tested and

shared easily
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Infrastructure created by IaC

EXPLORER a main. tf X
TF-AUTOMATION main.tf > 42 module "ec2_app_server"
derraform §
. 191 nodule "ec2_app_server' {
'J;r:Lgmmbim depends_on = [aws_security _group.app-server]
¥ script.ipl
gitignore 'SGUF{._'E“ = [ "
app-ge rver-role derraform.lock.hcl VRS20 = I
data.tf
ocals.tf name =
main.tf
providers.tf instance_type = "t3.smal
README.md availability_zone = element(data.aws_availability_zones.available.nam
ami = data.,aws_ami.ubuntu.id
variables.tf iam_instance_profile = data.aws_liam_instance_profile.app-server-role.nam

gitlab-runner-role

il
laws_security_group.app-server.id]

associate_public_ip_address
T
vpc_security_group_ids

subnet_id = module.vpc.public_subnets|[®
user_data = basebd4encode( local.script
tags = {

Terraform = "true

Environment = var.env_prefix

Name =

b
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GitOps - DevOps for l1aC
X
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GitOps - DevOps for 1aC

What is GitOps?

Takes best practices of application development, such as version
control, collaboration and CI/CD and applies them to infrastructure

Key Concepts and Principles of GitOps

Infrastructure as Code
Git as the single source of truth

Collaboration
Automation: CI/CD pipeline to automate process of syncing the actual state of the system with

the desired state defined in the Git repository

TECHWORLD
WITH
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GitOps - DevOps for 1aC

Version Control with Git

Git naturally becomes part of 1aC

laC code can be versioned, just like application code
Enables you to track changes, roll back to previous
configurations if needed

Use Git repository features like code reviews, merge
requests etc.
Work on infra configurations simultaneously

Collaborate on laC code

L
Y
y
=
b=

——
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GitOps - DevOps for 1aC

Cl/CD for laC /zy-} .

e Automate testing and deployment of infrastructure changes
e Multi-stage deployments

IS
w

Git becomes the single source of truth

37

e Having CI/CD configured, every infrastructure change will be applied - ter

automatically to the infrastructure
e This means just by looking at Git repository code, we know the

current infrastructure state

~ |,
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DevOps for App code & Infra code

CI/CD for releasing software 1g infrastructure changes

(@) TECHWORLD
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Terraform state

What is TF State?

e TF must store state about your managed infrastructure and configuration
e This state is used by TF to map real world resources to the configuration

Best Practice - Configure remote state

e Central storage for infrastructure state
e Remote store, like S3 bucket, instead of local state on local
local filesystem

Copyright © 2023 nnSoftware GmbH. All rights reserved.
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kKey =

source =
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Automated Terraform security scan

e Turn CI/CD pipeline into DevSecOps pipeline,
scanning our laC for security misconfiguration

"terraform validate” command

e Check script for syntax validity, general
correctness of attributes, variables,

. add scan reports
(T)warning Nana Janashia triggered pipeline for commit 475444cd @y finished just now
mOdU|eS . For rnai'ugI - - |
. latest @O 5 Jobs @1.?6 @ 1 minute 26 seconds, queued for 1 seconds
Pipeline MNeeds Jobs 5 Failed Jobs 1 Tests 0
Using tfsec
e Open source security scanner for [ ]

Terraform code _

e Scans TF code for security vulnerabilities

in infra configuration (static analysis) . TECHWORLD



Wrap Up

I Using Infrastructure as Code | ° | Using GitOps principles

l Using DevSecOps Pipeline '
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Cattle Vs Pets

v Treat servers as interchangeable resources that can X Each server is carefully configured

be created, destroyed and replaced on demand and monitored with individualized

settings and configurations
v/ This approach is necessary, when

we are working with 1aC - X Doesn't allow for dynamic,

recreating infrastructures from interchangeable environments
scratch with a clean state
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